BRYAN SCHRODER
Acting United States Attorney

RICHARD L. POMEROY

YVONNE LAMOUREUX

ADAM ALEXANDER

Assistant U.S. Attormeys

Federnl Building & U.S. Courthouse
222 West Seventh Avenue, 89 Rm. 253
Anchorage, Alaska 00513.7567
Telephone: (907) 271.5071

Facsimle: (907) 271.2344

Richard Pomerovdysdol gov

Adam Alexapderitasdos goy

ETHAN ARENSON

HAROLD CHUN

FRANK LIN

Tral Attornexs

Computer Crimwe & Intellectunl Progerty Section
1301 New York Avenwe, NW, Suite 600
Washington, DC 20005

Telephone: (202) 514-1026

Facssmile: (202) 514-6113

Euban Arensondivedo) gov

Harold Chuniusdor gov

Erank LinSusdoigov

AMtorneys for Plamntiff United States
N
)

i

Case 3:17-cv-00074-TMB *SEALED* Document 4 (Ex Parte) Filed 04/04/17 Page 1 of 35



IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF ALASKA

UNITED STATES OF AMERICA )
)
Plasnafy, ) Case No. 3170w
)
v, ) FILED EX PARTE
) AND UNDER SEAL
PETER YURYEVICH LEVASHOV, )
s ko “Petr Levashor,” "Peter Severn,” )
“Petr Severn,” and “Sergey Astakbor™)
)
Defendant )

U\’ITED QTATES' NKHORANDUN OP U\W IN BUPPOR'I‘ OF MO‘I‘ION

Plainsuff. the Unsted States of Amonca, by and through its attorneys, Beyan
Schroder, Acting Unated States Attorney for the District of Alaska, Kenneth A
Blanco, Acting Assistant Attorney General, Richard L. Pomeroy, Yvonne
Lamouwreux, and Adam Alexander, Asssstant United States Attorneys, and Ethan
Arvnson, Horold Chun and Frank Lin, Trial Attorneys, purssant to 18 U S.C. §§
1345, 2521, and Federal Rule of Civil Procedure 66, hereby secks an ex parte
tetmporary restraiming onder commanding the Dofendant to halt o decade-long fraad
nod wiretapping scheme that is harming individuals and businesses in the United
States and around the world.

US v. Levashov
3:17cv00
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I.  OVERVIEW

The defendant in this case is one of the world's most notorous crizinal
spammers, who for more than ten vears has been engaged in the dsstrbution of
unsolxcited, frnudulent, and malicious emails. The engine powenng the Defendant's
spam operntion is the Kelihos botnet - a network of victim computers deliberately
infected with makicious software and controlled by the Defendant. Without the
knowledge or consent of the owners of the infected computers, the Defendant uses
this network to send massive quantities of spam primanly targeting individunks in
the Unated States. The Defendant makes further use of the victim computers by
llegally intercepting network traffic transating the computers in order to steal user
credentsals and by installing other formes of malicioss software Cmalware™).

The Defendant’s long criminal carcer has not escaped the attentson of US,
law enforcement. More than a decade ago, the Defendant was indicted in the
Eastern District of Machagan for emanl and wire frnad, The charges arose owt of the
Defersdant’s use of sllegal spam to promete pump-and-dussp penny stock schemes.

In 2000, the Defendant was sgain the subjoct of crisminal charges, this Lise in
the Distrsct of Columbin. The D.C. criminal complaint, whaeh was dismsissed
because the Defendant could not be located, charged the Defendant with computer
fraud viclations ansing from his operntion of the “Storm” botnet, a predecessor to
Kelihos that was also used to distribute sllegal spam.

US v. Levashoy
21T ev00
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In additsen to the civil rolsef sought above, the Covernment has also applied
for 0 Pen RegisterTrap and Trac Order that would authorizo the collection of the
dialing, routing, sddressing, and signalisg information of commumcntions sent by
the Kelihos malware to the substitute sorvers and other infrastructure established
pursuant to the TRO sought by the Government, Thas information would be
disseminated to internet service providers and other assesting entities that would
notify Kelthos victims and provide instructson on how o remove these infoctions
from thesr computors,

Funally, in an sbundance of caution, the Governmoent seeks a search warrant
to authorize the technseal measures described in this messerandum 1o the event any
of them are decmed a search or seizure of & victim's computer.

This action s the latest in & strang of casos Brought by public and private
sector entsties to combat mubctows software, and i very simalar o the sucoesaful
Dndex, Gameover Zeus and Coveflood botnet disruptsons, which were instiated in
the Western Distrsct of Pennsylvania and the Distrset of Connocticut, See Unitesd
Stotes v. Ghinkol, No. Z2015.CV. 1315 (W.D. Pa_ filed October 8 2015) ¢"Dridex™):

"nited States v, Bogachev, No. Z14.CV.0655 (W.D. Pa_ filed May 26, 2014)
CGameover Zews™), United States . Johm Doe 1 of al. No, 3:11.CV00661 (D. Conn,,
filed Apr. 11, 2011) Careflood™). Coreflood. Gameover Zewus, and Dridox, like
Kelihos, wore botnets used by criminals 1o intercept credentinls transmitted by
victim computers. To disable these botnets, the United States used the same
US v. Lovashov

M Tev0
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nuthorstses tovoked hero to deny the botpet operntors acoess to the infrastructure
pecessury to control the botnet, 1n each of thess cases, the Government also
received judicial authorization to establish & substitute server to replace the
command and control infrastructure controlled By the botnet operators. In each of
these cases, the govermment's actions successfully crippled the botnet,

The Defendant i caussng signaficant harm o thas District, in the United
States, and around the world. To disrupt his criminal activity and prevent the
Kelihos boteet from fallisg isto the hands of anothor criminal, the United States
respectfully requests that this Court ester the proposed temporary restraining
order ("TRO") and ceder the Defendant to show cause why a prelimsnary ingusction
should not be granted,

I, BACKGROUND ON KELIHOS

The total mumber of computers infocted with Kelihos at any one time ean vary,
See Decluration of Special Agent Elliott Petersor, attached hereto ("Peterson
Declaration”) at 15, At times, over 100,000 computers have boen stmultaneously
infected worldwide with Kelihos. Id. Presently, the number sits between 25,000
and 100,000, with roughly 5 10% of victims Jocated in the Unsted States. 1d.
Kelihos s very dafficalt for computer users to detect, as it 1s designed to persist on a
victim's computer despite any overt actions by the victim to remove 1t Jd.

Kelibos's pnnapal functions are 10 (1) distrbute hagh volumes of spam cmail
to further cruminal schemes; (2) install mabcious payloads, such as rmasomware;
US. v. Levashov

E1Tov0__
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and (3) harvest aser credentinks from infected computers. 0. § 11 These schemes
commondy target the Unsted States and other Englash speaking nations. Jd. § 24

A Kchhos's Spam Distoibusion

Kelibos dastrsbutes spas in several ways, First, Kelihos can distribute spam
from infected computers directly. f1d. § 17, Kelihos can command infected computers
to fanctaon as covert mail servers and distribate spam to recipient email addresses
passed o the computer from the botnet without alerting the owner, /4. In these
cases, Kelihos generates “sender” email addrosses that are randomly generated first
and last name combanations not obviously associated with the true account from
whaeh the spam came, M. Known as “spoofing” the result is that the spam will be
made to appear to come fros [uwsername}dgmail.com when in reality it was sent by
an infected computer with mo association to the referenced emasl sccount. I,
Spoofing makes the spam much more difficult to detect and bleck, while also
concoaling the true arigins of the email mossages, [/d,

The Kelihos botnet enn also send spam directhy from madl servers, soch as hose
owned by Earthlink or 1&1 Mail & Medin, by gaining unauthorized sccess 10 them
through the use of authentic user ervdentials harvested by Kelibos. Id. In those
instances, the spam ix, in essence, sent from the victisa's email address through the
mail server, but witheut the victim's knowledpe or suthoration, Jd.

It = through wee of the two aforementioned techmiques that Kelibos sustains
such a high volume of spam distribution, &d. ¥ 18, Kelihos is believed to be
US. v. Levashov

1T
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responisable for the dastnbution of hundreds of millions of spam messages within a
calendar yoar, and is capable of dastrbuting thousands of messages within & matter
of minutes, M.

The types of spam emnils the Defendant uses Kelihos to generate vanes
based an the needs of his customer base, but investigators have ohserved Kelihos
being used for the following purposes:

e  Kelihos geperates massive volumes of spam emails directing recipients
to illicit web sites advertising the sale of brunded pharmaceuticals at
below market rates and without the noed for a prescription, indicating
that the drugs offered are likely counterfeat. Jd. § 18

*  Kelihos distrsbutes high volumes of emails to effoctunte penny stock
"pump-and dump” schesses intended to manipulate the prace of thinly-
traded securities. /d. 9 14, In these messages, the recipsent is Jod 1o
belhieve that a specific stock will soon trade a1 & much higher value. Id
Because these emnils target stocks which generally expenence very
low trading velumse, they are valnerable 1o price manspulation
nssocsated with small increases in trade volume, fd.

o Kelihos is also a prumary vector for fraudulent affiliate recraitment
scams commonly enlled “work from homse ™ M4, 9 156 In these
messages, the unwitting recipsent is divected 10 an email address or
webisite from which they can recvive mere information about

US v, Levashor
3 Tevn .
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performing escrow or “private buyer” services. Jd. These schemes are
primarily vehickes to further money launderiog enterprises. I, For
example, in an escrow scheme, individuals are instrascted to receive
and transfer funds in short time persods, often 1.3 days. M. The
incoming funds ure usunlly proceeds of other criminal schemes which
are then laundered through the unwitting recipient’s bank scoount,
Id. Due to the short time period from which esoney is received and
then resent, the victim often is loft reapansible for the fall ameunt
Laundered through thelr sccounts after the fimancial institutson
detects the fraud and ceases further payment. M.

e Relihos s also exployed 10 destrsbute malicious software vis URL
Byperimks comtained within email messapes. [d. 9 15, Unwitting
wsers aro encouraged by the contents of the omail to cick on
Byperbink, which leads them to a web location that then attempts to
install mabcious software, M.

B Kelihosl Malicieus C |

Rolihos can also command infocted computers to download and execute
malware directly, /d. % 19, By commanding Kelihos-infoctod computers to
download and execute malicsous fides - inchuding ransomware and banking trogans,
~ the Deferdant enables extortion, the theft of victim's financial eredentials, and
permits criminals to take pear total control of victims” computers. Jd. These
U.S. v, Levashov
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programs are typically installed by the Defendant on bebalf of other ermminals, who
pay the Defendant for each swocessfal installation. Jd. Thas allows the Defendant
1o furthor ssonetize his botnet bevond the distosbution of spam. &

€. Balibos Harvests User Credentials

[n addition to distribating spam email and malicious paylads, the Kelshos
malware also harvests user credentials from victim computers through a number of
mothods. 14,9 20, First, Kolihos searches text-based files stored on victim
computers for omail addresses. 1d, Second, Kelihos searches locatsons on victim
computers for files known to contain usernames and passwords, including files
assockated with Internet browsers Chrome, Firefox, and Internet Explorer. Id. Any
cmail addrossos and passwards located in these searches are barvested by Kelihos
and subsequently transmitted back to the Defendant. 1d.

To copture additiona] user credentinls, Kelibos installs a software program
called WinP'CAP on infected machines, Id. § 21. WinPCAP is a powerful packet
capture uislity that intercepts, in real time, electromic commumoations traversing
the victim computer's network card, Jd. Usernames and passwords found within
this setwork traflfic are transamitted back to the Defendant. 14,

L. THE DEFENDANT

A multi-year investigation by the Federal Bureau of Investigation (FBI) has
revealed that Defendant, a atizen and resadent of Russia, operates the Kelibos
Botnet. 1. 99 4, 41 Ax indicated above, Doforsdant s not & new face to law

US. v. Levashov
E1Tev0_____
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enforcement, as he hus previously boen charged twice befare: (1) indicted once in the
Eastern District of Michigan for conspiracy to comesit mail, electronic masl and wire
fraud i violation of 18 US.C, §§ 371, 1037(aN2)-(ax3), 1037N2XC), 1341, and
1343 and several substantive counts of violating 18 US.C. §§ 1087(ax2),
1037MXZKC), and Section 2, urising from his isvelvement in dastabuting spam to
further a pump and dumsp stock scheme; and (2) charged 10 & ersminal complaint
filed in the US, District Coutrt for the Distrset of Colussbia, which in 2008 charged
LEVASHOV in his troe nasse with two sutatantive cousits of vsolating 18 US.C.§§
1030 XEXAN), 10SOGMENENG), 1030 NENAKL) and 10300 EXBXV), us well as one
count of comspiracy to commt theso offerses in violation of 18 US.C, § 371, ansing
from operating o botnet known as the Storm Botnet. Jd. 99 5.6. The complamt in
the District of Columbia was dismissed in 2014 because the Defendant could not be
located and arrested. Jd. ¢ 6. The Doforsdant’s long and prolific career as a criminal
spammer has oarned him the sixth spot in the anti-spam organization Spambaus’s
Wordd's Ten Worst Spammens list. 1. 977

Defendant has been connected by the FBI to the operation of Kelihos through
numerous ways, First, the FBI idemtified an oversens server, bearing [P address
04.242. 250 85, that was used to facslitate the Kelihos botnet. Jd. § 42, Monstoring
of the server showed that it was utilized on thousands of cocasions to log 1mo emsail

' See httpaiwww spumhaus org/statistsos'spammers/, last observed oo March 29,
2017.

US. v, Levashoy
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nocomnt pete 7 778mmlra. Jod ¢ 45, An Internet search of pete? 7 7@ mail.ra
revealed that the website 3038 orgflistn html assoctated the email address with
Pete LEVASHOV, a web programmser located in Russia. /4. Moreover, the 3038 org
website appeared to be for a high school located in St. Petershurg, Russia, the
hometown of Defendant. /d, Business records obtained from Apple confirm that
pete 7T Tomal ru s associated with Petr LEVASHOV, who ressdes in Rusain. Id. ¢
49, Moreover, Apple records indicate that the relevant iCloud sccount was
registered from the [P address 83.243.67.25 and had o secondary emall sccount
Jevashoviknyazev-spboru. Jd. Records nlso indicate its Apple Digital Signaling
Identifier (DSID) as 1972528024, [d.

Records from Google indicate that the IF address 83.243.67.25 was utibized to
regster the Google account peteknyazesy 77 T@8gmatl.com. M. ¢ 50. The common
confguration of “pete”, “knyazev” and “777" are noteworthy, Moreover, Google
records indacated that in Jume 2013, the petcknyazey 777 goail com account searched
for the terms “kelihos™ and “kelshos €™ [d. ¢ 85, Furthermore, the cellphone
number provided by Google, ending in 0584, matched the phone number provided
by Apple. 1.

Addstsonally, TP address analysis showod that petoknynsey 77 T@gmail .com
and Apple DSID 1972828024 shared temporal overlap with [P addresses, including
1P addross 911226216, Jd. % 50, IP address 91,122.62.16 was wtilized by
Defondant to purchase a digital certificate from the company GeoTrust. /. 9§ 51.

U.S. v, Lovasher
INTevO0
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Comapany records indicated that Peter LEVASHOV of Saint Potershury, Russia
tnitiated the purchase utilizing 01,122 62,16, und then completed the purchase
minutes later with IP address 94.242.250 88, Jd. As mentsoned above,
424225058 0 the 1P address of the Kelibos server monstored by law enforcement,
and which logged into pete 777 mailru on thousands of occssions,

Furthermore, 1P address 91,122 62.16 was also usod by the Defendant 1o log
into WebMoney account ending in 4086, Id ¢ 68, WebMoney 1 an enline payment
systemn that allows for the use of mubtiple purses of differcat currvncies. /. In the
course of the investigation, the FBI determined that WebMoney scooant -4986
ontains o purse onding 10 - 1018, M. The FBI learned i the course of the
imvestigntion that pusse - 1018 was used by LEVASHOV to recetve payment for his
nctivities. Id. FBI analysis also indscated that the WebMoney sccount und Apple
iTunes nccounts were logged 1020 via TP address 91122 62,16 close in tinme 1o ench
other, indicating the Defendant as the single user utilizing both services. Jd. ¢ 69.

Based om the above analysis connecting overlapping evidence from Kelibos
servers, business records from Geogle, Apple and others, and financial accounts
utilized by the operator of Kelibos, Dvfendant, Peter LEVASHOV, s the operutor of
Kelihos,

W
o
Ly
US. v, Levashov
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IV,  KELIHOS HAS HARMED VICTIMS IN THIS DISTRICT AND
THROUGHOUT THE UNITED STATES

By operating Kelihos, the Defendant has caused significant hares i this
District and throughout the Unsted Seates. Although st is smposssble to fully
quantify the losses the Defendant has caused. the paragraphs below provide the
court with an overview of the scope of injury ot mssve.

Kelibow victsms fall into two categonies. First are the 1,250 to 10,000 victims
in the United States whose computers are carvently infocted with Kelibos, /d. 9 8,
These victsms are subject to all of the harms discussed above, including having thesr
compuaters coopted to distribute spam, their network traffic intercepted. their user
credentials stolen, and their computer infected with other malicious programs. Jd.
9 12L

The second group of victims are the recipients of the Defendant’s fraudulent
and malicious spam. As descussed above, these messages lure victims into
fraudulent employment opportunitees, attempt to infoct thesr computers with
malicious soltware, attempt 1o defrawd them into purchasing worthless securitios,
and ply them with pharmacouticals and other poods that appear legitimate but are
nctually counterfeit and potentially dangerous. 1. 99 12-18

Representatives from both groups of vactizss are present in the District of
Alaska. Numerous infected computers within the Kelibos botnet have 1P addrosses
wssigmed by Alaskan ISPs, which is strong evidence that victims are located in
Alaska. M. 9 32, After identifying coe such victios basod in Ancharage, Alssks in
US. v. Levashoy
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April 2016, the FBI contactod the victim, received consont to oxamine her computer,
and was nhle to confirm that her computer was infected with Kelibos, [d. 99 32.33,

Fersoos m this District have also been the target of fraudulent and malicious
spam emails that the Defendant has sent via the Kelibos botnet. fd. 99 34.25, 37,
39, These targets include employees of Alaska's public school districts, thousands of
customers of Alaskan ISP General Communicatson Ine. (GCI), employees of the
cities of Anchorage and Juneau, and employees of the Alaska Divisson of
Occupational Licensing. Jd. 99 34.35,

V.  THE UNITED STATES IS PREPARED TO DISRUPT THE KELIHOS
BOTNET

The FBI has derveloped a comprehensive techmical plan to disrapt the Kelibos
botewe. I, 9§ 73, Successfully desrupting Relibos requires a coordinated effort on
the part of FBI and industry partners 1o sever the communication channels
cmploved by the Defendant 1o control the infected computers within the botnet. id,
€ T3(e), The FBI will also attempt to remediate the Kelibos infoction by identifang
vactizss and contacting their isternet service provaders. I, § 730,

The Kelibon botnet s designed 1o operato by means of Peer to Poor (P2P)
comnectivity. Jd. g T3n) A “peer” is another device infocteod by Kelihos, I § 73(d).
Instend of utiizing & centealized and readily identifiable Command and Coatrol
(C2) sorver to controd all of the infected computers (peors), control & insoad
distnbuted across the entire infection base, which s intended to prevent law

enforcoment froes eastly targoting & readsly identifiable C2 sorver and gaining

US. v. Levashov
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immediate comtrol of the entire botnet. £d. Y 73a). Computers infected with the
Kelihos botnet, however, are designed to comtact “Golden Purachute Domaine”
(redundant servers) if they cannot successfully connect peer to peer to distribute
operating instructions. M. § 22

Computers infected by Kelibos are divided into two grougs: “router nodes”
and “worker nodes.” Id. 1 T3(b). Router nodes communicate with both backend
servers as well as other devices infocted by Kelibos, and have publicly accessible 11
addresses. Id. Router nodes are critical to the operation of Kelihos as they permat
direct commumicntion between the operator of the botnet and the infected computer,
and comprise approximately 10% of the Kelihos botnet. I,

I contrast, worker nodes comprise the remaining 90% of Kelshos infectod
dovices, and utilize private [P addresses. M. § 73(c). Most devices accessang the
internet do so by means of private 1P addresses, as they are separated from the
Internet by one or moee intermediary petworking devices sach as o Wi-Fs router.
Id.

For example, in many U.S, households, a Wi-Fi router s coanected directly to
u cable or DSL modem. fd. The Wi Fi router is assigned the household’s public 1P
address, while each device within the bousehold scoessing the wireless setwaork s
assigned o private, internal TP address, [d. Therefore, if a device acoossing the
intermet through o Wi-Fi roster or other notworking device was infected, it would by
contrust act as & “worker node” of the botnet, Jd. Worker nodes wsing private [P
US v. Levashov
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nddrosses, like a home computer conmected to a Wi-Fi netwark, are more difficult
for the botnet operstor 1o maintain because they are mot as readily sccessible to the
operator of the botnet as an infected dovice with a public [P address. Id.

To address the kgistical challenge of maintaiming contact with infected
devices using private 1P addresses (warker nodes), Kelihos commands its worker
nodes to regulardy check in with the router nodes. I, § 73(d). That astomated
“chock 1n" process takes the form of exchanging so-called “peor lists.” and “yob
messages.” Id.

Peer lists consist of the 1P addresses of ather devices infected by Kelihos, Jd
Thus information informs vach infoctod device of the universe of other devices
infected by Kelihos. &, At & set interval, worker nodes will sond a peer last and job
request to & router node. Id. In response, the worker node then compares its own
peer hist with the received peor Hist, and updates its own peor list with pew IP
addresses until it reaches a maximum pumber of 3,000. M. Router nodes also
transfer Job messages to worker podes. Jd.

To effectively combat the P2P structure of the Kelihos botnet, the FBI with
assistance of private partners will participate in the exchange of peer hsts and job
messages with other infected computers. Jd 9§ T3e). The FBI communscations,
however, will not contamn any commands, nor will they comtain [P addresses of any
of the imfected computers, Id, Instead, the FBI replies will contain the 1P and
routing mformation for the FBIs "sinkbole”™ server, Id. Ax this now routing
U.S. v, Levanhov

3l Tev0
\7

Case 3:17-cv-00074-TMB *SEALED* Document 4 (Ex Parte) Filed 04/04/17 Page 17 of 35



information permentes the botnet, the Kelihos infected computers will conse any
current mabicious sctivity and learn to communicate only with the sinkbole. Id.
The effect of these actyons will be to free individual infectsons from exchanging
information with the Kelibos botnet and with LEVASHOV. /4. This will step
Kelibos's most immedinte harm, the harvesting of personal data and credentials,
and the transmittal of that data to servers under LEVASHOV s control.

Id, Another portson of the Kelihos pob messages is a list, known as the [P filter
list, I, This list functions as a type of blacklist, preventing communscation with
those [Ps comtained within the Glter hist. Jd. If necessary, the FBI enn also utibize
this list 1o block Kelibiow infected computers from contimving to commusente with
router nodes, Jd.

The sinkbole server will be a dead end destination desigoed specifically to
nesther docrypt noe capture content from the infected computers. Id. § 73(0). The
sinkhole server, however, will rocoed the [P saddress and associated routing
information of the iafocted machane so that the proper Internet Service Providers
cnn be alerted of the existence of infected machines on their network and to monitor
the effectivencss of the disruption effort. Jd.

Additionally, because the Kelihos malware directs infocted machines to
request peer lists from the Golden Parschute Domuins when they are unable to
reach any peers, the disruption effort will not be effoctive unless those Golden
Parachute Domanins are also redirected to the sinkhaole. /d. 9 73(g).  In order to

US, v. Lovashov
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provent the defendant from using the Golden Parachute Domains to recapture
peers, it s essential that these domains be kept out of the defendant’s hands, Jd.
The Temporary Restraimng Order sought as part of this action denses the
dedendant these domains through an arder to the Domain Registnes responsible for
the U S based top kel domains requaring them to redirect comnection attempts to
the sinkbole server, [d

VL. ARGUMENT

A Jurisdiction and Venue Are Proper in This Court

Sections 1345 and 2521 of Tstle 18 authorie the United States 1o “comsmence
a avil action in any Federal court”™ to enjoin fraud, and to “initinte & civil action in »
district court of the Unated States™ to engoan illegal interception of comsmunscntions.
Ax detailod above, and in the Complaint filed herewith, Defendant 1s engagod in
fraud and wiretapping agaanst U S citizens and businesses on a massive scale.
Accordingly, subpect matter junsdiction is proper in this Court. This Court may
also exercase persosial yurssdsction over Defendant, who is o foreign natsonal that
deliberately targeted victisns in this Distrct. Venue is proper ander 28 US.C. §
1301(bX2), for the reasons discussed below in relation to personal jurisdiction.

1. Defendant s Subject 10 Personal Jursdiction in This Court Because

He Has Defrauded and Engaged in Usauthorizd Wiretapping of

Victims an thus Distrnet

At the complaint stage, & prima focie case by the plasntidl of personal
yurssdsction is sufficiont. Boscherto v, Honsing, 539 F.3d 1011, 1015 (9th Cir. 2008).

US. v, Lovashov
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For claims anising under federal law, serving » summons or filing & waiver of
service ostablishos personal jurisdiction over a defendant who is subgect to the
yurssdiction of a court of genoral jurisdiction in the state where the district court is
lecated, Fed, R. Civ, P, 4(kX1): see Martines 1. Aero Caribbean, 764 F.3d 1062, 1066
(Snh Cir, 2014) “Where, as here, there is no applicable federal statute governing
persenal jurssdiction, the district court applies the law of the state in which the
destrict court sits” (nternal quetation marks canittod)). Alaska’s long-urm statute,
AS § 0005015, allows for the exercese of personal jurisdiction “to the maximum
extent permitted by due process under the federa] constitution,™ Somson Tug and
Barge Co., Inc. . Koxsol, 869 F. Supp, 2d 1001, 1007 (D, Alsska 2012) (queting
Glover v. Western Air Lines, Inc., 745 P24 1365, 1367 (Alaska 1957)), As such,
“Alaskn couirts may exerase jurisdiction whenever the federal minissum contacts
requirements are satisfied.” MeCaffery . Green, 831 P2.d 407, 408 (Alaska 1997).
This Court may assert personal jurisdiction if the defendant hus sufficiont
“mimimum contacts” with this forum such that subjecting the defendants to the
cosirt s Jurisdiction comports with “tradstional notions of fair play and substantial
Justice.” Intermational Shoe Co. v. Waskington, 326 US. 310, 316-17 (1945). The
Ninth Circust has identified a three-part approsch to evalunting personal
parsdiction. First, the defendant must purposefully direct his activities with the
forum or restdent thereal. Second, the claim must be one which relates to the
defendnmt’s forusn-related activities. Finally, the exercsse of junsdictson must

US. v, Lovaskor
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comport with fair play and substantial justice, that is, it must be reasonable.
Insurance Co. of North America v. Maring Saling Cruz, 640 F.2d 1266, 1267.70 (ith
Cir. 1981), Where, as here, the cause of nction is related to the defendant's contacts
with the forumss, it & sulficsent if the comtacts show “purposeful avalment” by the
defendant of an opportunity to conduct activity in the forum state. Burger King
Corp. v. Rudsercicz, 471 US. 462, 475 (1965) CJurssdiction is proper . . . where the
contacts proximately result from actsons by the defondant Aimself that create
“substantial connection” with the forum),

Here, Defendant's vietims mclude many individuals and businesses within
Alnska. Defendant bas not only infoctod countless computors i Alsska with
Kelibos, but has intentionally utilized domains specific to Alsska-based companses
nnd government agencees to conduct further harm in Alaska and elsenbere. In so
doing. Defendant has purposefully divected his conduct at Alaska. Mosvover, the
rmelief sought in this temporary restraming order relates directly to Defendant’s
sctivities, as it would wrest control of the very mechanism that bas allowed
Defendant to perpetrate his scheme. Finally, it is nesther unfair nor inconsistent
with “traditional notions of fair play and substantial justice™ to subject Defendant to
personal jurisdiction in thix Court, Defendant has taken affirmative steps to spread
the Kelihos botnet across the United States, and as & result, computers within
Alnska have been infected with malicious code, Accordingly, Defendant’s conduct

US. v. Levashov
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readily satisfies the “minimum contacts”™ requarement of due process, and personal
Jurisdiction 1s consistent with Alaska state law.
2. The Court Should Authormae Service of Process by In-Person Delivery,
Delivery to Defendant’s Last-Known Physical Address and Emazl
Addresses, and Internet Publication

Unless otherwise prohubited by federal law or international agreement, an
individunl outside the United States may be served “as the court orders.™ Fed. R.
Civ. Pro. UME). The method of service selected must be “reasonably calculated,
under all circumstances, 1o appnse interested parties of the pendency of the oction”
and afford them an opportansty to be heard™ Mwllane . Contral Honover Bank &
Trust Co., 330 U.S, 306, 314 (1950)

Here, the Government will serve the TRO and related filings (“Court Filings™)
on Defendant at the tisee of his apprehension, which is planned to coincide with the
technsenl takedown measures. [n the event that the Government cannot serve the
Court Filings in person, the Government will effect service via cortified masl to
Defendant at the Spanish custodial facility. The government will also provide
personal service upon any attorney representing Defendant in Spain and via
publication on the Internet web sites of the Department of Justsce ar the FBL. [l the
TRO is granted. all press releases sssued by the Department of Justice and the FBI
with respect to this matter will direct Defendant and any potential co-consparatons
to the websitos where those pleadings can be accossed, There i therefore good

cnuse o believe that even if the Government is unable to effect personal service,

LS. v, Levashoy
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Defendant will receive notice from any attarney representing Defendant in Spain, or
he will seck additiomal information by visiting the peblc [ntornet sites of the
Department of Justice and FBI and will thereby be notified of this action.

The Governsoent is not aware of any internatsanal agrevesent that prohsbits
the methods of service proposed above, Accordingly, pursuant 1o Rule #(0(3), the
Court should approve the Genvrnment's plan for service of process,

B, The Court May Authorize the United States to Implement the

Technical Disruption Described Above to Stop the Ongoing
Fraud and Unlawful Interception of Communications
Perpetrated by the Kelihos Botnet

As described in more detail above, the TRO sought by the Government would:
(1) dastnvbute peer lsts and job messapes containing the [P and routing information
for the FBI's sankhole server; (2) distribute job messnges contaiming an 1P filter list
preventing remediated computers from bocoming infected again or conducting any
further harm: and (3) direct Verisagn and Afilias, both Internet Domain Registries,
to block acoess to thiwe domain names used to control Kelihos bots and to redirect
connection requests to the server controlled by the Government. By ordering this
redief. the Court will halt Defendant's use of the Kelshos botmet to defraud and
wiretap U.S, citizons and businesses, and will preserve the status quo whale
private-sector partners identify and potify victims and assist in removing the
Defendant’s malicsous software from their computers

District conrts gemerally have broad discrotion in deciding whether 1o grant
injunctive reief. See Novthicest Enctl. Def. Crr. v. Bonmecille Posver Admin,, AT7
U5, v, Levashov
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F.24 668, 630 (fh Cir. 2007). This 0 particularly troe “[w]bere the public isterest
s tnvaolved,” in which case “equstable powers assume an even broader and more
flexible character than when enly a private coatroversy s at stake.” M. (internal
quotation marks omitted), In fact, as courts of equity, district courts “may, and
frequently do, go much farther both to give and withhold relief in furthernnce of the
puhlic interest than they are accustomed to go when oaly private interests are
tnvolved.” Vieginian Ry. Co. v. System Fed'n No. 40, 300 US. 515, 552 (1037),

The public interest in question has been formalized in Sections 1545 and
2521 of Title 18, which eshance the Court's tradstional powers at equaty by allowing
the Court to promptly enpoin ongong frandulent or unauthonzed interception upon
a st by the Government, These statutes confer broad authonzation for courts 1o
enter restraining orders “at any time,” or to “take such other action, as is warrasted
1o prevent a contimung and substantaal ipury.” 18 US.C, §§ 1345(0), 2521, In
particular, Section 1345

authorives broad ingunctive releef . . . for nny violation of chapter 63

lundulnpo-wﬁnlmmtbmmcuoaw-ﬁuodamml in

addation to authonzing injunctive relief . . . the statute empowers

mwwmmwummumWwthad‘uhm«hn

action, ns is warranted to prevent a continuing and substamtial sngury

to the Unsted States or to any person or class of persoa for whose

protection the action is brought.” ., . As o result, civil saits under §

1345 are often wsed to preserve the status quo during » bengthy

Unitod States v, Payment Processing Cre., 436 F. Supp. 24 362, 464 (E.D. Pa. 2006)
(quoting 18 US.C. § 1345(b)); see also id. st 466 (citang United States o, Cen-Card
LS. v. Levashoy
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Ageney/C.CAC, No, 885764, 1959 W1, 30653 (3d Cir, March 23, 19689) (discussing
past use of Section 13456 to smop frand)), Indeed, Congress enacted Section 1345
spocfically “1o allow the Attorney General to put a speedy end 10 a fraud scheme by
soeking sn igunction in fedoral District Court whenever be determines he has
received sulficent evidence of 3 vielstion of Chapter 63 to initiate such an sction”
and intended the destrsct court “to grant such action as 1x warranted (o prevent »
continuang and substantsal smjury to the class of persens designed to be protected by
the crnminal statute.” S, Rep. No, 98-225, at 402 (19684), The use of similar
statutory language in Section 2621, enactod after Sectson 1345, suggests o sumilar
congressional intent to permit the Attorney General to “put a speedy end” to
ongoing unlawful mntercoptions. See also 8. Rep. No. 99541, at 34 (1986). The
Government secks the reliof set forth hervin for precisely those purposes.

Cyvil ingunctive rolsef, such as that sought in thas application. has been used
in several districts to accomplish large.scale disruptions of wadespread computer
hacking. 10 some cases, the United States Government has been the plaintaff and
in others, a private party has sought the injunctions. [n all cases. imjunctions have
ennbled the plaintiffs to halt hackers' schemves without infringing upon the privacy
or property interests of victims or other parties.

For example, in Coreflood, the United States Distract Court for the Distesct of
Connectiout, pursuant to 18 U.S.C. §§ 1345 and 2521, enjoined a series of John Doe

US. v. Levashov
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defendants from running the Coreflood botnet software. ' United States o John Doe
et al., No. 311.CV.561 (D. Coan. Apnl 11, 2011). The court based its raling on the
Government's showing that the John Doe defendants were using Coreflood to
commit wire and bank fraud and to engage in unauthorized electronic surveillance,
that the defendants’ conduct was causing a continuing and substantial ingury, and
that the requested restrnining order would prevent or amebiorate that ingury. The
Coreflood order authorszed the FBI to establish a substitute server to replace the
botset command and control server formerly run by the defendants and compelled
the Domain Registries and Registrurs responsble for the domain names usod by the
Coreflood malware to redirect to the substitute server all traffic intended for the
Careflood domains.

Mare recently, the United Statos District Court for the Western District of
Pennsylvanin engoaned defendants from running the Dridox, Gameover Zews (GOZ)
and Cryptolocker malware also pursuant to 18 US.C. §§ 1345 and 2521. See United
States v Ghinkul, No, 22015.CV- 1315 (W.D. Pa., filed October 8, 2015) CDridex™);

118 U.S.C. § 1345, combaned with the court's inherent equituble nuthority, was also
the basis upoa which the U5, District Court for the Eastern Dustriet of Missouri
entered a tomporary restraining erder engotning indivaduals from transferring
domain names and ordering registrars and registries not to change registration for
specified domains, and subsequently ontered & permancent injunction with the
additional requirement that the regsstration of defendants’ domain nuoses be
transferred 1o non-U S, registrars. United States v, Betonsports PLC. No.
LOSCNDIOGE, 2006 WL 3257797, at *5.2 (E.D. Mo, Nov, 9, 2006); Tomporary
Restraiming Ovder, United Statex o, Betonsporix PLC, No, $:08CV01064 (E.D. Mo,
July 17, 2000).

U.S, v, Lovashov
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United States v. Bogacher, No. 2:14.CV.0G85 (W.D. Pa, May 25, 2014). These orders,
as was the case in Coreflood, authorized the FRI to establish o substitute server to
replace the botnet command and control server formerly run by the defendazts and
compelled the Domain Registries and Registrars responsible for the dossain names
used by the malware to redirect to the substitute server all traffic intended for the
cruminal domains.

Similarly, in Microsoft's actson against the ZeroAcoess botoet, the Western
District of Texns entered an injunction granting very simalar relief 1o the relief
sought here. Microsoft Corp. 1. John Doex 1-8, No. 113-CV- 1014 (W.D. Tex. Nov.
25, 2013). Specifically, the court ordered Domain Registrios 10 redirect traffic from
ZeroAccess domains to o substitute command and control server, and ordered 45
U.S. ISPs to block their custossers from connecting 1o a series of mabicioss 1P
addresses speaified by Microseft. Microsoft has obtained simalar injunctions in a
pumber of courts throughout the countey, including a 2011 ingunction for a prior
version of the Kelihos Botnet, See, ¢ 2., Microsoft Corp. 1. Joha Does 1.5, No, CV 15-
6565 (BE.D.N.Y, Nov, 23, 2015) (Dorkbot Botnet): Microsoft Corp., v, ohobin Doex -3,
No. 1:15-0v-240 (ED.V A, Feb. 20, 2015) (Ramnst Botnet): Microsoft Corp. v, John
Doex 1-8 No. 1:14-ov-811(E.D.VA. June 27, 2014) (Shylock Botnet): Microwof! Corp,
v, Johm Does 1-82, No. 3:13-ev-319 (W.D.N.C. May 29, 2013) (Citadel Botnet);
Microsaft Corp. v. Patti et al., No, 1:11LCV01007 (E.D. Va. Sept. 22, 2011) (Kelihos
Botnetk: Microsoft Corp. ¢ Jobn Does 1-11, No. 211.CV.00222 (W.D. Wash. Feb. 9,
U.S. v. Levashov
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2011) (Rustock Botmet); Microsoft Corp. v John Does 1.27, No. 1:10.CV156 (E.D,
Va. Feb. 22, 2010) (Waledae Botnet).

I.  Statutory Frnmework

Section 1345 of Tutle 18 authoriees the Atternoy General (o commence a civil
sction for inpunctive relef whenever “a person s violating or about to violate this
chapter.” 18 US.C. § 1335(a16A). The referenced chapter of Title 18 includes
Section 1343 (Fraud by wire, madio, or televisson), & statute the defendant i
flagrantly violating through the wse of the Kelthos beenet. Section 1345 further
provides that 2 “permanent oF emporary injunction or restraining order shall be
gramted,” and that the “court shall proceed as soon & practicable to the hearing and
dotermnation of such an action, and may, at any time before final determination,
enter such & restraining arder or prohibation, or take such other actaon, as is
warranted to prevent a contimuing and substantial inpury to the United States or to
any person or class of persons for whose protection the action is brought ™ 18 USC,
§§ 1345(a3), (b).

Section 2521 of Title 18 sumilarly awthorrzes snpunctions against illegal
intercoption of communications in violation of 18 US.C, § 2511:

Whenever it shall appear that any person 1s engaged or s about to

engage 1n any act which constitutes or will comstitute a felony violation

of this chapter, the Attorney General may inatinte a civil action in a

district court of the United States 1o ongoan such violatson, The court

shall proceed as scon as practacable 1o the hesring and deterninatson

of sich an action, and may, at any tisse before final determinaton,

enter such & restrnining onder or probubition, or tnke such other action,
as bs warmanted to prevent o contimung and substantial ingury to the

U.S. v. Levashov
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United States or 1o any porson ar chass of porsoss for whose protection
the actson is brought.

Because the Relibos botnet harvests user credentials by illegally intercepting the
commumcations between infected computers and Internet websites, Section 2521
also empowers the Covernment to seck the injunctive rebief proposed in this action.

2. The United States May Obtain an Injunction Under 18 US.C. § 1345

and 18 U.S.C. § 2521 Without Demonstrating the Traditional
Prerequasites for Injunctive Reliel

Where, as here, the United States secks an ingunction pursuant to federal
statutes enacted to protect the public interest that provide for injunctive relief, the
Court s authorized to issue the inpunction if the statutory conditions are satisfied
und there is somoe cognizable danger of recurrent violation. See United Stotes 1
Cole, B4 F. Supp. 3d 11569, 1169 (D. Or. 2015); United States v, Rhody Dairy, LIL.C.,
S12 F. Supp. 2d 1239, 1245-40 (W.D. Wash, 2011} United Srates . Moser, 2006 WL
3277965, a1 *3 (D. Haw. Oxct, 17, 2005). . The Unsted States thus s not requared to
demonstrate the traditsonal prerequasites for a TRO or preliminary ingusction, such
as irreparable harm or sufficient public snterest, United Stotes 1. Estate Pres,
Serva., 202 F 34 1063, 1098 (9th Cie. 20000 CThe teaditional roquirements for
oquitable rebief meed not be satisfied sinco [the statute] expressly authorizes the
suance of an injunction.”); United States ©. Odessa Union Warchouse Co.Op, 833
F.24 172 (9th Cir. 1957) CWhere an injunction is authorized by statute, and the
siatutary conditions are satisfiod as in the facts presentod bere, the agency 1o whom
the enforcoment of the raght has been entrusted is not required to show irroparable

U.S. v. Levashov
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ingury.”). See also United States Postal Service v, Beamish, 466 F 24 304, 806 (3d
Cir. 1972); CSX Transp., Inc. v. Tennessee Bd. Of Equalization, 964 F.2d 548, 551
(Gth Cir. 1902); Government of the Virgin Ielands v. Viegin Islands Paving, 714 F.24
283, 286 (3d Cir. 1983) (superseded on other grounds by statute, see Edwards v
Hocenea, 497 F.34 355, 359 (3d Cir. 2007); United States 1. Hayes IntT Corp,, 415
F.2d 1038 1045 (5th Cir 1960); Usited States c. Livdohl, 356 F. Supp. 2d 1289,
1200.91 (S.D. Fla. 2008); United States v. Sene X Eleemosynory Corp., 479 F. Supp.
970, 92051 (S.D. Fla. 1979 (Tt is sufficient to show ondy that the threatened act is
within the declared prohibition of Congress.”); United States v, Nutrition Serv,, Inc,,
227 F. Supp. 375, 38889 (W.D. Pa. 1964, offd 347 F.2d 233 (3d Cir. 1965),"

3. The United States Is Authonized to Obtan Injunctive Relief Under 18

USC §1385 and 18 US.C. § 2521 Becanse Defonndant Is Commuting
Wire Fruud and [legally Intercepting Electronic Communscations

Ax detailed in Specaal Agent Peterson'’s Declaration, and summanazed above,
Defendant is engaged in wire fraud and (llegal mtercoption of communscations on a
massive scabe through the wse of Kelihos. The United States s therefore fully
suthorized 1o obtasn an myuncton under both 18 US.C. § 1345 and 18 US.C.

§ 2521,

When, as here, a federnl statute empowers the Government to obtain an

igunction probubiting further violatsons of erminal law, courts are split on whether

* I passing & wanay sethorineg penctive robef, Congrows smpiicaly Sndy that » viokstion of $o lew will
wreparably R the pubic mcrent. Sow Liwivadd Seones v Coly, 2004 WL | 303043, ot *3 (D Ox. Mur. 31, 2014)

US. v, Levashov
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the United States must shew that theee & probable cause to believe the defendant
i violating or i about to violate any of the enumerated offosses, or must
domonsteate such veedations by a preponderance of the evidence. Compare Uniled
States v. Luis, 966 F Supp.2d 1321, 1326 (S.D. Fla. 2013) (protable cause; collecting
cases) and Usited States v, Payseent Processing Ctr,, LLC, 461 F. Supp. 24 319, 323
& 5.4 (E.D. Pa. 2008) (probable cause) with Unired States v, Brown, 958 F 24 668,
663 (6th Cir. 1993) (preponderanco) and United States v, Williama, 476 F Supp. 24
1368, 1374 (M.D.Fla. 2007) (preponderance). This ssue has not been docsded by the
Ninth Circust. In any ovent, given the overwholming evidence of cruminal consduct
presented in Special Agent Petersoa's Declaratson, the United States casily moets
its burden of proof under 18 US.C. § 1245 and 18 US.C. § 2521 regardless of whach
ovidentsary standaed i appled.
s Defendant is Committing Wire Fraud (18 US.C. § 1343)

The edemonts of wire frand are (1) & scheme to defraud: (2) use of the wires
for the purpose of oxecating the scheme:; and (3) frondulent intent. United States 1.
Jinian, 725 F.3d4 954, 960 (9th Cir. 2013). Defendant’s conduct readily establishes
all of these edements. Defendant operates the Kelihos botnet for the purpose of
stealing online credentials and wusing those credentials to gain unauthorized access
1o emasl ncoounts and web services. Once these credentials are harvested, they are
used by Defendanmt or others to compromise the relevant accounts. For example,
email Jegans and passwords are compromised to further Defendant’s high volume
US, v, Lovashov
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distribution of spam. Moveover, the nature of the spam is often dosagned o defraud
1t recipaents. Common spams campasgns include schemos 1o sell counterfelt or groy
market prescription drugs as authentic, masload individuals o apply for fictitious
work-from-hosse jobs whach are nothing more than velicles 1o launder money or
steal the individual's mooey, or pump and dump security schomes, which trick
indivaduals into purchasing securitios with the promsses of unlikely gains, all so
that cybercriminals can profit off artificially imflated stock gains.

b Defendant is Unlawfslly Intercopting Electronie
Communications (18 US.C, § 2511

It s o viedation of the Wiretap Act toc

utentionally intercept, endeavors to intercept, Or procures any
other person to intercept or endeavor to intercept, any wirw, aral, or
olectromic communication;

tor to]

itentionally use, or endeavor 10 wse, the contents of any wire,
oral, or electromic communication, knowing or having reason to know
that the imnformation was obtained through the intercuption of a wire,
oml, or electronic communication in viokatson of this subsoction,

18 US.C. 8§ 2511(10a), (dx ¢(4)n). As described in the Declaration of Special Agent
Poterson, Kelshos i 8 highly advanced communications interception platform that
exista, in part, to harvest online eredentinls by intercepting commumscations of the
infected compuater, Through the use of Kelibos, these credentials are harvested in
real tinse as they are transmitted from the victim's computer. This conduct clearly
viokates 18 US,C. §§ 251 1(1)n) and (d),

US v. Levashov
317 cv-00

az

Case 3:17-cv-00074-TMB *SEALED* Document 4 (Ex Parte) Filed 04/04/17 Page 32 of 35



c The Violatsons Caused by the Kelihos Botnet are Ongoing and
Recurning

There 1s a strong hikelihood of recurrent violation becawse the crimes
committed through the Kelihos botnet are ongoing. The continwed proliferation of
the Kelibos botnet despite prior takedown efforts by the private sector is evidence of
the botnet’s aggressive and prolooged nature. See Patti of ol No. 1:11.CV.01017
(ED. Va, Sept. 22, 2011). Even without the Defendant at the belm, the Kolihos
botnet could ensily fall into the hands of ancther criminal and could be used 1o
infoct other computers, harvest credentinls and financal information, and istercept
communications, all in violation of US, law,

4. Ex Parte Relsef is Appropnate

The purpose of # tomporary restraining onder is to preserve the status quo
until the Court has an opportunity to pass on the merits of o preliminary injunctson,
Sev Granay Geose Fooda, Ine. v. Brotherhood of Teamsters & Auto Truck Dricers
Looal No. 70, 415 US. 423, 439 (1974); Garcio . Yonkers Sch. D, 661 F.34 97,
107 (24 Cir, 2009). A district court may grast & temporary restraining ordes
without notice 1o defendants of “specific fiscts in an aflidavit or versfied complaint
clearly show that immediate and wrreparable ingury, boes, or damage will result 1o
the movant before the adverse party can be heard in oppositson,” and the movant
“certifics in wniting any efforts made 1o grve notson and the reasons why it should

not be required ™ Fed, R Civ. P 65N 1),

U.S. v. Levashoy
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The relief sought hervin wonld preserve the status quo by preventing
Defendant from dofrauding addstional individuals. As discussed herein, the ongoing
and aggressive fraud the Government seoks 10 stop will continue to cause
irveparable injury and Joss until it s halted. Prior sctisce to Defondant would
render futile the Government's efforts to stop his engoing eriminal scta. 1f potified
in advance of the Government's intended actions, Defendant or hus agents could
change hes malware, shift the domains, change 1P nddresses, or take other techmenl
stops ~ which would sot regquire substantaal time or offart - to avesd the planned
disruption of his operntions. See Peterson Declaration § 71, The requested ex parte
relief 1s necessary to prevent such evasson of the Government's remedial measures.
See 15 US.C. 8§ 1345(0) (the “court shall . . . take such other action as is warmnted
to prevent a continuing and substantial ingury”™), 2521 (same); Fed. R. Civ. P,
65(b(1).

. A Scaling Ovder Should be Entered in thas Case
As set forth in the Government's request for Jeave to file under seal, the

Governmemt respectfully requests leave to file this memaorandum, the proposed TRO
and all associated documents under seal.

v

N

N

W
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Conclusion
For the foregoing reasons, the Government respectfully requests the Court
grant the Temporury Restroining Order requested by the Governssent.

RESPECTFULLY SUBMITTED, on April 4, 2017 st Anchorage, Alaska.

BRYAN SCHRODER KENNETH A. BLANCO

Acting Umited States Attorney Acting Assastant Attorney General
By: o Richard Pomesoy By:

RICHARD POMEROY ETHAN ARENSON

YVONNE LAMOUREUX HAROLD CHUN

ADAM ALEXANDER FRANK LIN

Assastant US, Attarneys Tral Attorneys

District of Alsska Computer Crime and

Inteliectual Property Section
U.S. v. Levashov
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